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Defensive UX:

Making Al and machine
learning interactions
safer and user-friendly




Challenge

The UX landscape is rapidly evolving as artificial intelligence (Al) To mitigate these impediments, defensive UX can help

and machine learning (ML) create new tools and reshape user companies anticipate and manage potential user issuesin
expectations of technology. However, as with all new advance by guiding user behavior, preventing misuse, setting
technology, ML today is still evolving and can produce expectations, and gracefully handling errors.

inaccuracies or unexpected outcomes during user interactions.

Currently, Al struggles with:

> Retaining Context: often initially generating relevant
outputs only to lose focus mid-interaction

> Hallucination: confidently providing inaccurate
information

> Optimized for Specialization: Al models excel at
optimizing for a specific variable or metric, but struggle
when pivoting or balancing multiple priorities
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Demystifying defensive UX

Defensive UX helps bridge the gap between users’ expectations
and the limitations of any new technology, not just Al. From mobile
phones to cloud-computing, defensive UX has helped companies
and brands deliver gratifying customer experiences, buying time

for new technology to catch up to expectations.
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How defensive UX mitigates
challenges



Increasing
accessibility

Defensive UX helps users
understand the workings of
ML and LLM features and
their limitations, making
them more accessible and
user-friendly.

50%

Likelihood to deliver on time

Top Predictors

© 0.8 Weather forecast is Snowy and Delivery point area is City center (203 rows)
© 0.64 Delivery point area is City center and Product family is Furniture (257 rows)

© 0.6 Weather forecast is Sunny and Delivery point area is City center (191 rows)

How To Improve This

© 3.19 Change service level to Express (867 rows)
© 2.15 Change transport supplier to Pack & Ship (682 rows)

© 1.91 Change order priority to Tier 1 (731 rows)

Salesforce’s statistical modeling and machine learning tool, Einstein
Discovery, shows the leading factors behind its predictions.
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ALLOWED

e Any image up to PG-13 rating involving
fiction, fantasy, mythology.
Real images that may be seen as respectful
or light-hearted parodies, satire,

IncreaSing caricatures

Imaginary or exaggerated real-life

tru st scenarios, including absurd or humorous

situations.
NOT ALLOWED
When users observe a e Disrespectful, harmful, misleading public
feature a\/oiding harmful figures/events portrayals or potential to
outputs and handling ey »
i . Hate speech, explicit or real-world
challenging scenarios Violence.
gracefu]]yl they are more Nudity or unconsented overtly sexualized

. . blic figures.
likely to trust it. o
ST Imagery that might be considered

culturally insensitive

Midjourney’s Al moderation system checks the prompt for violations
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Improving the
user experience

By designing the model and
UX to handle ambiguous
situations and errors,
Defensive UX ensures a
smoother and more
enjoyable user experience.

Please wait. Your images are currently in progress.

Check back later to see if your images are ready.

While you wait, get inspiration for your next image
description on the Image Creator homepage!

) Explore the homepage

Thanks for your patience
Your images are on the way, but it's taking longer than expected.

Delay indicators remind users that the Al is still working in

Bing’s embedded Al Image generator.

X
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Exploring defensive UX guidelines

Google, Apple, and Microsoft have used this time honored strategy to deliver
exceptional user experiences with the advent of new Al technologies.

What can we learn from these leaders?



Set
expectations

All interactions must
include subtle
reminders of what
users can and can not
expect from Al
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Powering Discovery

Users are still learning how to interact with Al technology. All too often their expectations

are defined by how a human would approach the problem - an expectation that Al will

consistently fail to meet. It’s not enough to set expectations during the initial onboarding

experience (although that is important). All interactions must include subtle reminders of

what users can and can not expect from Al. We can see a great example of this in ChatGPT.

©

How can | help you today?

Show me a code snippet Create a personal webpage for me

Give me ideas Design a database schema

Message ChatGPT...

ChatGPT can make mistakes. Consider checking important information.

Even users making their
thousandth query still
see inspirational use
cases to prompt new
ideas and a key reminder.
E.g “ChatGPT can make
mistakes. Consider
checking important

information.”



Apologize
with grace

Al apologies go beyond
escalating froma
chatbot to a human
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Al can and will be wrong sometimes. Your company has to respectfully and gracefully own

your mistakes and provide a path of escalation. Al apologies go beyond escalating from a

chatbot to a human. There are many different ways that a company can provide a sincere

apology and provide the user with a path forward:

Vs

Tell us why

Let us know what you didn't
like about our suggestions so
we can suggest better routes

No thanks Give feedback

N\

Bids for the user to try again:

Alexa’s “I’'m sorry, I’m having trouble hearing right
now.”

Suggesting a human instead: Zendesk’s chatbot
escalation macros

An opportunity to learn:

Google’s “Tell us why. Let us know what you didn’t
like about our suggestions so we can improve our

content”



Transparent
attribution

To build forgiveness for
misunderstandings, Al
needs to communicate
why it made certain
choices
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Al often behaves in ways that are unintuitive to humans. While humans pick up on social

and contextual cues when formulating a response, Al has no such conventions.

Consequently, to build forgiveness for misunderstandings, Al needs to communicate

why it made certain choices.

B Microsoft Bing Q SEARCH O crar

Hello, this is Bing. I'm here to help you with your search needs. &

Will'a 10 foot x 4 foot couch fit in the pack of a 2012 Chevy 1 ton pickup truck with a shell?

\/ Searching for: 2012 Chevy 1 ton pickup truck dimensions
«/ Searching for: couch dimensions

/ Generating answers for you.

H 9
It depends on the dimensions of your couch and your truck bed. According to *, a 2012 Chevrolet

Silverado 1500 has a wheelbase of 14

2012 Chevrolet Silverado 1500 Specifi - The Car C:
an average length of 70 to 96 inches @ ; A
S https//vavw.thecarconnection com/specifications/chevrolet_silverado-1500_20.
bed. However, you also need to consic 2 4

how you plan to secure the couch in place.

Do you know the exact dimensions of your couch? If not, you can measure it with a tape measure or
look for a label on it that might have the information,

Learnmore: 1. com 2

9 3. upg com  +6 more

( )

E.g Bing Chat interface
takes attribution a step
further by using it to link
to sources, helping not
just create understanding
with the bot, but helping
to mitigate hallucination
by allowing users to

check the Al’s sources.
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Implementing defensive UX for the first time can be a daunting experience, especially while

society is adjusting to the new normal of an Al-driven world. While building a defensive UX

strategy might be unfamiliar territory, ultimately it utilizes a familiar toolkit of design and Ul

components. Looking to implement defensive UX into your own Al-driven search and

discovery experiences? Satellite components can help you get started. One of the top

components to start building defensive UX into your experience include:

Get started Alerts Overlays Forms

applying
defensive UX
error information when Al

with Algolia Toolkits makes a misstep

Both to provide expectation To educate users about Create an escalation path

setting warnings throughout the Al and set realistic for users when Al gives them

the experience and to surface expectations inaccurate or unusable
results so your team can

learn from the Al’s mistakes

(® Oops, something went wrong! P

It seems our Al is unable to provide an
answer to your query. Don’t worry, though!
Our customer service representatives are
ready to assist you.

Please reach out to our dedicated customer
service team for live support. Click here to
connect with a representative who will help
resolve your issue.

Thank you for understanding. We apologize
for any inconvenience.

We strive for perfection! X

Our Al has an estimated 80% probability
of generating accurate results. We feel
it's imporant for you to be informed
about the reliability of the information
you receive.

Want to know more?
Click here to learn how our Al predicts
results.

Your understanding is important to us as
we continuously work to enhance our Al
capabilities

We value your feedback! Please take a moment to let
us know about your experience.

&5 GP

Additional comments:

Input text ‘




It’s difficult to believe it’s only been a couple of years since Al
technology abruptly dropped into the consumer market. Though
Al has been eagerly received, implementation has had its
challenges. To overcome current and future obstacles
developers will need to continue developing innovative
solutions both on the back and front end. Proactive strategies,
such as defensive UX, will ensure the pace of Al adoption will

continue to accelerate at a healthy clip.
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Start building defensive UX components

with Algolia’s Satellite Design System here

Learn more


https://www.algolia.com/demorequest/
https://www.algolia.com/demorequest/
https://www.algolia.com/demorequest/
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